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Abstract of JP2000031922 

PROBLEM TO BE SOLVED: To provide a 
transmission method of a digital program with 
security to in-home digital devices even when 
parts of the devices are not allowed by a digital 
broadcast system. SOLUTION: The system is 
provided with a matrix whose elements are 
device keys Sij, where T denotes a key index 
variable indicating a position in the matrix in 
terms of a key-dimension and 'j* shows a set 
index variable depicting a position in the matrix in 
terms of a set-dimension. This matrix is used to 
assign plural device keys each assigned to only 
one in-home device depending on each key 
index variable T. In order to generate a session 
key for a broadcast program, all the device keys 
Sij, are used to encrypt session numbers xi and 
to generate a session key block that is used to 
generate the session key that decodes the 
program by each in-home device. In the case that 
any of the devices is a device not permitted by 
the digital broadcast system a dummy number is 
assigned to at least a session number 50 that the 
dummy number is encrypted by a corresponding 
key for the device not permitted by the system 
and the resulting decoded session key is not 
useful to decode the program key. 
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a - $mm Brffisaas^ti^n^truasoa-^ if a 

•b -y a >St7n -y ^£ft£ft&K:aBgl©M!B*££ 

as»*£«*5is^»asftftSB-efc5 twesn 

= 9, MfB^5-#^tf'>&< tt> l o©B§ 

5f zf $ ^nftSBHK J: o THg^<t£n, HuE-b -y > a 

ymru -y ^*<fie(o#^fl:Kffiffl'r*fe«>te3is«s 

n?>, l)iiie , >*< £fe l oo-b'y^a ygt7*n-y £ ■ 
x*U-#fc, 

gjfifc: 7 7 -bx T* £ , MfB-b -y a >M7u -y 

* fc j: D'tijiesaco^n^ncDmfiegH® t s-^vt -b 

? -fe -5 ^Bg^fc^-^a o T< HuIE-b -y ^ 3 
MIBaBtf itutB-t -y a >il©£/j)cKiu8B#*5 

s?a-;l/i:**&, l ^>£fctt£»©SKM#IE£i»*t{t 
t £fti6©~>XrA 0 

7C^ty / >*< tfe2^7C<0tT?iJlcJ:oTasn> MfB 
It^TC*^ SH^r-y^X^ r ij (CctoT^tx^n 

SZOfX'rAo 

CM*fi 4 ] ^-b -y ~> a x i tc <fc o Tgf c i: 

m^iac, H'vf-^x^a r i j crfcc^ti 

^*n©-b >y -> s >S^A^l t en, &-b «y */ 3 :/#*§■ x 

1 tf, mfE-b -y ~> s y8t7n -y £ ft tblcm i 
rc©«BBfc<fcoT<D#WH§fl:Sft5, »*«3<D^X 
f A. 

[M«3i5] w^wisistiftaBa^^i/ftv^To 

«Btf, '>4 < t 1 -b -y a ygt££fig L, Hg^if 

asnfc«fia*s , r*-r'<TO(SB*\ '>&<tfc® 

2 Hr v is a ygt££/£ U » 1 -b *y 2/ a ygtfttttfiiufE 

[■was 6 ] floigm ass**, 

'>£ < £ fc £ 1 L , Suffix 2 -b -y •> a >M 



(2) ^2 0 0 0-3 1 9 2 2 

2 

aB->XrA*^ etc, mMm 1 ^"-^rtO-r^TOSH 

^w^BastifcttBTfti/^ if o fritw&u 

S^^lcMIBIg l 7°-;l/rt©tufB^Btc, tuIBSl^ 

ff l v ^mmm^m sittbK mtt % r - * 

7 ] MfBIg 2 -b -y 3 y«*S«-r 5»B*', 
fcfe»2^-;l/*S«U MIB^Xf-AA^e 
ic, MfB^2 7 p -;H*ioi-^TO^B*^ia$n/c 

2 ^-yUrtcafit*? L^-b >y -> 3 >il^fiSc*-ar« 

XxAo 

[ffl!*«8] ng^iia^nft^aiiomi*^, si 

m 3 ^-;b^^«L, mmm l 3 y 

-/KDznztibK w^BasnfcaB^s-f, mib 

->X-rA*^e.lc, HljsBIg l ^-yl/rt©aBt, ^©-b 
•y 5/ 3 ygl^MIBjK 3 ^-;l/rt©8BOflWE-b -y -> 3 y 

tiJl<^5CD->X-rA 0 

s n > tr a - ^ ffiffl Riiii««**dtt 7*- * eiiaB« a 

tin- F¥IS^, 

i *M tN£^trlfr5>N£ T*OS^T**D, j ^ 1 £ 
M*^trl^6MST?<DSEaTf»0, rij^SBBS 

i . i <DtWU©§t^T©{£B£^^7C'f' V-r -y ^ X 

30 m&x>$> *) , r j j ^MiEfT?iJ©*^7tT?offiB*^ 

-r^-r^-r-y^X^T-fet), TNJ «OMfl|(D» 

^o*n€*xo«Baoffl» - e«*t.ottT» mibs 

BSt S j , i comilc 7 ^ -bX-T 5 ft*b£> n > If - ^ oj 

S&N-yr-y^Xg& r i j Ci:(:§f-i'^;l' • € t* 
SBfc l •oo&MMI&fimi >0 ST 6n5<t fc, 
©MIBrV^^;!/ • K7**»fiteaBB<Dfl(HBff5"Jfr6 

^n^noffimoaBa^f J o=3T?.fti6©3>ifa- 

40 i*M tN*^triA^NST*©SI3aT*feSfe-©i:L 

r i j ttists * ^ taftoWE-fe -y -> 3 

j AM fcM«r^tfl A^MS-pOSISET*feSt©i:L 
T, -b'yi/3>i|yn-yi/^ifefi!t-rsft46tc, t^TO 
aggi S j . i *m ^T#-b >y 3 x i *8|*{M-* 
ft*«03yt?a-^RlK3-F#ai:^'g-tr, 

1 0] MIBrV ->*^;i/ • \Zy'*mm<V?%<D 1 
50 OS ft ««RtfWS»S£ttft«BT?a&*fr if a 
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3 

jtH-b -y a >#^|£D? < 1 1 1 o*ft%fcl6© 

CK*B l ll^if-T ->*2;l/ • trf^SBtf, % i -t 
-y -> 3 > tt££/£-t £ fztbK. BuE-fe >y ~> 3 ym.7u -y i/ 
05 •6©'>ft< £ fc-«*#«re{fcU fSEIf? l rV 5> 
• ifrtfSfitf, '>&< t 1 7-;l/*£8U 
3? 2 rV 5> • lfr^^H*\ % 2 -b >y 3 >8!££ 
i*-r5fti6lcME-fe -v '> 3 >M<D o ^ < t fc-gfl 

;U • l£T*«B#frU^ttEM*^T*fc»KaMF*- 

[ffi#*i 2] »2f-r tff^gtf, S?2-fe 

■y > 3 y%lZ£f&-? 3 fca&KHufS-te -y f 3 ygt7*n -y ? 
0'>4 < i fe-g|5*IWf fl:U iwESfl 2 tV • 
If-r^Sl^ '>£< £fc»2 7-/l>*:e«U f3E3 
vt!a.-^*^P)lc. miIBm2 7 p -;H^£D-r^T<DaH 
iWSSIftS ft fcBHT* S ^if 9 U * 3 T* 

4^«*KMES 2 7-;l/rt©«Bfc*r UM: >y -> 3 > 

3] te^BaSftft^«fi©Sl££tf, £ 

1 7-;l/*£SU BS^iHJSl«ftftt^S6IiOS2^ 
tf, SS3 7-/M&£«U fliE8i:/-/M3<J:tfffflES 
3 y-zKO^ft^fttf, Bg^fi»SftfcSB*SS-f , 

ituEg 1 ^-/brtOgll;, *©-fe-y i/3 ygtfcMEISS 
3 7-/brt©HuESH<DfuE-tr -y -> 3 o Tfij^ 

1 OO^ytfa-^o 

Wmmi 4] HtEfV^*;!/- i£f*8ti:ffl*&to 
Sftfc, |»*H9©=iVlfa-*. 

[11*115] i #1 tN^lA'fiNST'ClST' 
$>K>, jAM £M£#tn frSMST-cQSgaTfetK 

TNJ *'ll©MfflO**0*ft^ftOttlWIO»T** 
&<DfcLT, ^ft^fttf r j j SflSlSj.ilCioTBg 
^t*ftS-b'y>3 V#-^xi%^, '>ft<tt^7C 

r i j *3<fct>* r j j %%irz>fimc&-ormir<%2>-t 

•y -> 3 > g| ?u -y £ £g{l"T S i&O n V tf - * pM 
r i j c*i:tc 1 oTStrV i?Z>\> • tff'a-SBKffl 



(3) ^[12 000-3 1 9 2 2 

9 3T&ft«Bft0HffiSH«e7**X*S;fc»©3 

ytfa-^BlK3-F¥ISi:, 
WEJ9Bf«H»*ffiffl LTWE-fe v f 3 >SI7n -y ? 

W3-F^K££#ir. io©fV^*;U# 
ffi*S«U ffl^*fci6fc«HKSftfciWJE7 , -f ->*2^ 

W3»aSftfc«B«**jL&^*&te» MEr-f^* 

->"^;V • 'Kr*eB38« 1 o^fcfi«IS«DBg^«a$ftrc 
8BB*W"r5«^K, ME-ri' • £r*8B# 
§g 2 -fe -y ~> 3 L. mmm 1 -fe y S/ a >a/ctt 

*<fl(IEr^^*;b • ef***«©lfHa^fcKWffl»c4ft 

*tuom i ja3feBa*ffiffl-rsft46©3>tra-*Ri 
c»*^i 7] MSTr-^^m-ri.rci6©3 

y a-* pflttn- flflE^fa-;!/^. 
20 1 oSfcttJ«»0«f H/^JSBf«BB*4J«-r*fc«>fcM 
E®Rr-**l»fN-Sfc*fc 1 o*fett1iao*(lEH 

[gt^l 8] S^tc, jKj^'y^-^OS^LT^ fij 
E-b -y s ym%tii(DmM(D-b v *y 3 J: ^> Tffi^ 

■r*fci&©3>fcra-* pitta- K¥&*«tt, M«« 

9] «BW©«Sfr6a«Sftfc«ft©=i>' 
tfa-*ffifflnT^tB«*a»03-if«BKfl«&t* 

fflvT^ao-tr-y^s vS^Bg^fT5 / >%< i:fe 1 
o<D-b -y v- 3 Via^a -y ^ • iy* x * ^ 5 X 

h5I23— tf^H<0^*,O'>*< 1 oA^, Bt^iia^ 
ftfcSBBtSIS-rsW^BaSftfcttBT?** c t& 
*|J^S ft f;B$(c N jfflE-fe -y ^> 3 5 * C'>4 < t 

t 1 o*^=-S^c%5 J; ^ t^-rsx-r -y ^t, 
W^»a«ftfcttB«*ffli/^TjWE^2-S^*l«^{b 

SWB3.— ifKfi*«-t >y S/ 3 >SlcD£fi)ctCi?ute^5-#^ 
*ffifflLft^KO, HE«B**W#{t-r*fe«>lca- 
■*f*BfcJ:oTflifflnllllftj»E-by^a>a*» WE-fe 
•y >>3 >a^"n -y J:tfi9E3.— ySBO* ft^ft© 
MEaeBBfca^^TWStSfciftKfta.— >f«BOW 
E«BllK7 , f-feXt*X^>y^i:**«r, MfEloS 

50 [warn 2 0 ] %mM<Dm%mist>\ myitis ± t/«^ 
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5 

mmm-kTchK gi-of^x^s r i j ££-5 

T^tt^fttfSSftS TNJ <I©H<iH£SU MIB* 

£#tga\ ft^yf^xa r j j ciot?nf 

[tt#ft2 1] ^®©20©=gfigt©ifn& 
A<, amclSJ-iDiiYV-r-y^X^ r i j £*rL& 
V\ 1^*2 0©£j£ o 

ttf-utz&oic, gH^x-y ^x#*t r i j c'tic? 

HiiE-b v iy 3 y&E7n >y tZttZTztbic, ® i gl^Tt© 
Slgifctt^ffl^TS-fey ^3 y#^x i £8g*f<ff 3 
Xx^t^ty, il^2 1 ©7m> 

£3 £ 9 (C> ^a-^KKA^ $ i -b -y 5/ a yf§?:if 

2 4 ] tuE3S l -b -y f 3 y8t££$-f 5a— 9-* 
SffiA^ '>&< -f-HZfemL, fufBfl2-b-y 

3 33.- fgi '>a < t 2 7- 

fttf!?*^*^ if 3 A^i|£ U ^ 9 

huIS^ 1 7-;brt©HuHB3.--»fSB^ frL^gB^^r 

iMfl-T 5Xf7 y^r^ty, 2 3 ©^ffi 0 

limm 2 5 ] fufBfg 2 -y -> a V»*£j£-f §a— »f 
SSiK*'. '>4<i:fcS2:/-;l/*j£ttU MIE^ffi*^ 

ftfc^lT*&£>A^?A^TO£U 
buIBS! 2 ^-;l/rt<Da— If ggtSr L^-b -y > a y%$Z 
iiSt8XT'v7**ttf, !$#J?i2 3©£i£„ 
[M#*2 6] Bg^jf$SnT^&l,^EcDlg 1 

msE^ 1 :/-;l/rt©SHK, tufBMI 3 :/-/Urt©iu§BS 
B©fu!B-b -y f a yf&Zm^TZnZtVDli -y •> a ^si 
ZimZ-&Z> Xf -y 7£^tr. iii'lJRVi 2 3 ©/j&<, 
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6 

^2;U#ffl©SfcM©iti6K c n*B§^fT 5 fcft© 
-y -/ZmfttzrctbicmZT 4 S?*;l/ffl8SH 
fc£oTflffH»#^£^if> WE7ny5i»Ett« 
B±©^o ^5 A¥S HuE7jffiX^-y7 p *^ 
iAM £N£"§£M fre>N$ TEST'S 0> j A< 1 t 
M*#€r 1 ^ 6 M £ •? , r i j imsm s 

i . i <om\com'X7iv<DiiLm^tm^ -y ?xg£& 

r j j A<Mf3ff5iJo*^^7tt?©ffiE%^-rill 
^-fyx-y^X^&T'&tK TNJ A*tt©M<@©il£© 

i. i cD^Jfcr^-trX-r^Xx-y ^t, 
^y-r-yi'X^a r i j c'tlc&TjiSffr - £7* 

JUMHitfcfJ 0 ST SXr 7 •? t , 
i AM tN^tf'lA^N$T*OSST*feSt>©fcL 

SO-b -y -> 3 x i ?:Mt5Xf >y ft, 

j AM tM^tyi A^M$T*oeST*SStOtL- 

sa® s j . i *mvT&-k >y 3 x i zw&mt? s 
ns^aia«+ifc*ii"e»*A^ if 5 A^y^-r^xr -y y 

f2-b-y>'3>S ; ^©9*.©'>^< fct lo$IUXf'v 
JO ^t^#«y, i«S2 7©3yiia-<i • 

[M*«2 9] $ 1 fVv^U • Ifx^SA^ ffi 1 -b 
•y -> a S /c*blcfijfB-b -y -> a >gi:/n -y ^ 

co^*»cO'>^< t fc-gR£#Bg^ffcU fijIBm 1 x-<->* 
• tr-r^SOSA^ i: t>?8 l 7 p -;l/^SL> 
^ 2 ->*^;b • t-r^SHA^ ^ 2 -b -y -> a >gt££ 

is-r s fcfefcwie-b >y i/ a >gi7'D -y o %<D'p% < 

SA^, '>%<i:^2y-^lL, HijfB^ffiX-r-y 
40 -/A^IC 

HutB^ 1 ^"-^rtO-r^TO-r-f v 7 ^^ • fcTf^EA* 

m^SBastifcttB-eft^^ifajb^jjeL, ^^t-^ 

;Vrt<otufBf-V v 7 ^^ • eftat^ifftSMIiT- 

SilTf SXr-yT'fc-tty, W*JS2 8©3Vt!a-^ • 

[M*«3 0] ^2f^y'W- tx*SH*«, ^2-b 
•y 3 * fetottUE-fe -y -> 3 >Si7n -y ^ 

50 © 5 < t t-»*3pw^k l. mibsi 2 r-c 
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7 

tfJE^fffiXr MEIS5 2 :/-^rt<7>f 

©f-v->^;u • extfsaa^ifasftfcSB-efcs 

fr23fr*fiJj£U *3T*ftHl£H:» tflES 2 
^©•r-c^^yU • £r*2£Hfc:8rU'>-lz>y'>3 

t\ S3 7-/l/*;£*U MESi 1 7-/H3*tfflEa! 

iwE^ffiXx-y^tfS^fc, 

IfflEffi 1 7-;H*3©«Bfc:, WES 3 ^-^rtOWE* 

ilO-b -y ~> a VSt^/B^T^O-tr -y > 3 ygl^rS^S-^ 
£Xf->y itt*«2 swnyifa-^ • :/ny 

7A8I. 

[3B*R3 2] huIEtVv^/1/- l£r*SiJ:i^t) 

TOW3 3] fVS>*/l/fflffl«ffifcJ:^TSi#BlSC 
fctf-pfrSnyifA-* • ro^7AE«8Hfc, 

i8M**S€f, ffiEnvifa-* • 7py5AE«8B± 

i AM fcN£#m fr£N£T'CDg£fcT'£D. j ^ 1 t 
M^ty 1 fre>Mi;-*?<D!8!8n?a&!5, TNJ A^SI©M<0 

■y -> 3 x i &m j SBSI S j . i (C <fc o ZVSmtt ft 
i>P|^{t^ftfc-tr-y>'3>'#^xi^#ty, 

© T* £ 5 -fe -y -> 3 VST/n -y * fcgflf SXf-y/t, 
mjKfVv^/l" tr5i-«H«cS« r i j c*t(c 1 off 
ttffj t) 3T 6 ft « tt»OJSm»BllK 7 * -t: X~T S X r 

IWEJBffiSBBfcteffl UTiWE-t -y f 3 >i7n -y 

[ffi$£ 3 4 ] m B73 ffiX f - -y £ 6 , 
ffflEfV 5>*;l/ • if T^aBAWBaaftfcStBB* 

*rLftH©£*:tt, ME-r-ri?*;l" if-r^SBtfSl 

1 o£fctttt»©«*»a3ftfc«fi»*fc-r*«£fc 

ti , iuEf-f v** ^ • if -r =frgfi*<gi 2 -b -y -> 3 yWk 
U BiJiem 1 -fe -y -> 3 yHJStttfflOEr-r 

TSXr f$mm3 3©3>tf • fn 

[fltt&M 3 5 ] hu tETJ i£x r -y 7tf £ 5 K , 



(5) f#PJ 2 0 0 0 - 3 1 9 2 2 

S 

M8rr- * fcgflTf « Xx -y 7 t , 

i o*fctta[»o«f Lt^m*iB«*4i«-r«fci6K» 

MEHSrx-*£}i^-f 5©lc l otfcttJgSOtiEJa 
aHBBBfcffiffl-rsxf^ »*«3 4 03 

Rf&JJSfi 3 6 ] miE^ffiX-r -y :7W -y -fe 

aVBlc«J:-3rBlft"rs^f-yy**€f, M#B3 5© 

io immmm^mm] . 

[000 1] 

s<is*«#*i*«#K:*ie^tT?*'air^«fc ? c-rs, 

[0 0 0 2] 

• ^- • E'a- (pay-per-view) Ki3£#3S£K Sfci/^ 
^b&v^gft^ftc «J: Sift WSft"tVfto->il«Bfc<fctf:3 tf- 

h'y'/->-K'y^XJ *^&ft*o SfflLfc*llcWr 
*«^*8 l lFRr*ftfcK?Slc«^Kffl*-r*fei&K:» 

©EgWWfclSWttfcfttVSo 

[0 0 0 3] ttL^Zfit>te^£Wl<Dm&lcZi-?Z7 5 

•feXcOPlihlcaW^T'^S^ COi^i-t-yh- h 7 
^•#v*XI4. it«flWlaB?ftftf n-^yyaffi* 
jo ffifflLT*n-:/*msu (S^-rsct^T't, eft 

• • tTa--e*5flM*»lfiTffllttL, ntf-TS 

[0 0 0 4] C©iKAO«^ii> fi'i'"?/!' • 3^-^ 

ffi, ? V • tf-f'^Wfgjlfi, TF i rewi r 
40 ej l"I E E E 1 3 9 4J t^ft^L^f-f 

• If •*t7h- (VCR) , Digital Ve 
rsati le Disk (DVD) TWt-fe.tlf-b'y h • h -y 

ft/-ct<DT*feSo 

[0 0 0 5] SH7J^©-b-y h • h77- ^-y^X^H 
T, frnrSftfcSEBO^ftJFfttJRLv^W^TyUJ 

so v XL.mzmmicn7u >?=> us s c t tt^nTHgT-a 
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ft</\> "Mffi, *H7Jft©'<'l' • /<- • If a-«H03!m6 

"i-o^aa, STbi/^{b7;i/d , >jXAgi^jM-r§ 

iff or * n& i ^ a - y % mm mm l % # 6 , fp bj s 

> y -r % tc « if o ? 3 frt ^ 5 ran t o& # *. 
it. coBgiaic*f«a-rso 
Co 0 0 6] 

©fc? l-OCDSmt, ^ZtlKM&foTJi/Zfr- If 
[0 0 0 7] 

a-i'ftfflBHtiSBttftrattiSo -tr-y^aygt^n-y 

% < 1 t> 1 o©-fe -y -> 3 >s^%^s-#^tc-r 3 c £ 

Egt^T^-trXLT, -tr<yi/a:/®:/n-y*fc*-©gB 
©^ft^aOSBafcKS^T-fevS'a ygt£$£f 

[0008] m L^mmmva. mmomsit* u 
a r i j {c£oT3i2n3 tnj ^©aittHrt^sn, 



(6) 2000-31922 

10 

Ba^s^tm-oB-of r i j 

[0 0 0 9] ft£L^nmmx°lZ. £-fe"y~>3>#^% 
xitJ:-3TS*-5J:5t, Itl'^r'-y £Xg§[ r i j 

•>3yl§xi(i> -b-y->3>Siyn-y^^{t5/c:l6 

T©^HA\ '>4<i:t»2-bv>a>«*4j«U % 
1 -by S/a Vtt^tf^SfiO^W^bKWffltaS. 
[0 0 10] ^CjffSLfHSSffijT'fi, $ltr>ay 
«%^*r*8BKJ:t3T» 1 ^-/l/jWEfcSft. ^2 

tc w ^<ts nft sk r- * atr^Toancas s n 

(4. SWf-**»ttLT, «fL«/^«K«**l«-r*. 

[0 0 1 1] t(f£L^mMm<Dt>? lOC^tT'tt, Hg 

;i/© j en^ f nK«s^aBaanfc8B*'d*nfti'^J: a k 

->3 yMX-mmzitZo ±xfrsLrzy7.7-i A <DMn£Z'£ 
[0 0 12] fc5 l^OilT'li, *«BBtt, St^r- 
Cfi£^ T 7°n ^5 3 V tlfeidffl 3 > t! a - * 

p°p i:LT*«5-rsci:tT-tSo *5g 

50 fcV>T*MSnSo 
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77 

[0 0 13] #3EWfc<knfcf, TSteXry^C, i tfl 

r i j a, co^J©»^7cx*offlH*^l'»^> 

fy*X$ST?60, f~ j j dts fTMOa^TET'Offl 

tmj ffl(D*-&o*ti€ti*<:$sn«SHa<ba"efe 

fc, aaot7^3>#txi (i = K -\ N) #4= 
»^>fy>X*a r i j fcatjfrfSo -feyi/avS^ 

xiO*nen«\ T^To^snsj. i (j = k 

M) Srffl^T^bLT, -fey ^ava^n 

f £o 

[ 0 0 l 4 ] fe ^ l o©flg«t?ti, < i: fe l ^Of 
>87o 7 £ fcSffl-f s /ci6£D n V tf a - * oj^n - F 

fttctvi/3>m^x\ u = k n) ft^sn, 
i!7i/3 x i (D^n^na, r j j ssst s 

[0 0 15] 

^-r-fcr>^>>^ • x-^x» • n>tf a— 

7— ^V^tf) Internationa I Business Machines Corpor 
ation (I BM) tffiig-f £^—y:Jvl/ • 3 y a — * 



(7) ftffl 2 0 0 0 - 3 1 9 2 2 

72 

S*\ ttKTf 5IBM Network Station£*rf S, A 

s 4 o o&if<Diaia<oTT*as^sn53ytra-*s:# 

nyt?a-£ 1 2f±. UNI X3Vt?a-*. OS/2 
■D"-^ Windows NT^-M- AIX 3. 
2. 5. ft^fft5±IB»l 2 8MBOI BM RS/ 
6 0 0 0 2 5 07-^f->3X SfcttlBMtt 

[0 0 16] ny^a^l 2£W\ Bg^ft^S/a-;!/ 

[0 0 1 7] *©ftfc>t>£, 0 2(C^$nfc, 
*A4^LD*ftWSnftnyt!a-*ffifflpIffi«f*l 

5 AWrsaytfa-^ • f>X^T7 h 1 5&if<Dn 
> e a - * i5 ffiJKf* * ffl ^4f-J !B«SE tc fSH*£ft 
W^SCfctfT'tSo tfcti, 18M*«\ DASD7U 

ssin-FoisBaosfc-rsci^ifao 

[0 0 18] HR, *W*HS©86tiiatct±, nytfa- 

,[0019] Hia^tofrSJcSfc, Bt^ft-t^a-;!/ 

40 6tcJ;oT]KaSSnsioSfettlflao«IEO, ^-7 
7^1'Sfctttt»tOB^¥a*^-r*fflaoa--9 r 

[0 0 2 0] 0 1 tcti, -rV • f-ue^a V2 2 

If-r* ^t7h- l^n-^ (VC 
R) 2 4*ffll^T51II'r5Ci:WT**Slff f *«B2 0 

2 Otctt, -b^y h • h7y->f7^X2 6*^Sn. x 
50 J • fUtrs^a V2 2, VCR2 4Wtf-t7h 
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13 

• hy7-#y*X2 6tt, /U2 8£/rbTSl/HCiffi 

tal Versatile Disk (DVD) 7U-r-V3;##)£ C ttfi 
SrFirewirejSftliriEEE 1394J 

[0021] ±-cjas^rc«t«B*tt, ffl#©7V 

-;b3 OtftJtl^c ZcilKtflTil^fcF i r e w i 
fI/^3>22 J f»VCR244 ^ ©ffi<D*tlSESRfc# 

[0 0 2 2] *»W*c<tntf, *a— *fOtrr*«B 1 

'MMm<Dffife<D\£y h • IMXtt, 6 4 T*fc£ 0 **3££> 
er*SHl 8(DafiafcJ\ ZCDZft^ftmmmt* 
v?a-;l/3 0fr&7*-trXT**. ^XfA 1 OTtefflS 

fc, Bg^ft^^a-yi/i 4^^7^-feXpJtg-efe^o s 
©DX 5 0 

C 0 0 2 3 ] H 3 tt, % >Xf A 1 0 (Ott««^ft©«$ 

*^r> 2^tcco^iJ3 2*^-rar*fe5o coht? 

«\ figffltffB^Sj. itioTSSti, ittlrt^N 

tt, fi^iJ3 2©a&7t;3 4T*©fiffi*3^a^Vf f y£ 
XiST'fe 0 , r j j tt, f^J 3 2 4)&£&t£ 3 6 TCO 

[0 0 2 4] TNJ tt, a<D TMJ f@(Dft^<0 

n&\ Tnj H\ a#7c3 4©*— f^t'Jf^ (card 
inarity) Tmj ti, &3^7C3 6©/7— r-r 

t'J.f^T'SSo B3m a^Jft^ rs J 7Ofe0 
' (-r&t)-6M=7) , iB^<0*nYtltC8O0H*^$ 

n§ (t-&*>^N = 8) o l^u m^mmmm^t 



(8) ^^12 0 0 0-3 1 9 2 2 

•$ u^Meea 3 2 ffloao&^o^tt^nic 1 2 8 

m<Dmft&z>c£*mM-ztirc\,\ cn^D* 

t ^ £ fctt c n<t D 'h* v ^a^Tt 3 4 & £ tf &£&7C 3 

[0 0 2 5] *«WOa0*C«ttl«, #i-WEr't 
SSI 8lc«\ 7^t^>yy*x-i;xy5/(aoT 

mi3 2*^as?snfca rs j A^josrenso fc 

70 S5.2, Si. 3* Si. 4, S6.5, S4. 6*5<kt5S8. 7*^0 

1 8fc«, a^vf^xsas n j ^ticmm 
. rs j AMo^rsijoaT^nSo o**u asa^i 
fiso^n^ntco^T i oosEa*#$ai^JS^ 

mitt, *«WO«Hrtt?fe5o Ifr^S 
f 18B, a^>T7*X^7tT*0lRl--fflHT*2O(Da 

mckB^o ^aossHosBa*^-^-?^ 

20 lESItcfsl-co^Ba rs J **L&^Cfctfj?$U\, 
[0 0 2 6] lfr*»Hl 8C0^Sa TSj ^fflDST 
6h; If-r^SHl 8^fiEfflSn*ck-5^ftofca*c, 

f^ertgn 8^«fflsnfe«S6T*asffl-e#So «i 

ltt7ny*3 8^?>P^^n, TNJ fB^-tT7^3> 
S^- r xi j *^V^Atc4^$nSo *-b i r>3>» 

#ttss ru »$l^*»J(diot^ 
^7'>3>S? r x j cos? ri j a, 6 4if7ht 

i#B©^H^Sj,i (j = K M) ££lc\ 

[0 0 2 7] 7uy{7 4 0(Dl&m\ HSfC^SnfdT 
?|J 4 2 T**5o tT^'J 4 2 Vffts S-fe 7 3 x i O 

«»OB|^k«nfelSE (xu Sj.i) *^tr-b^>a 
>«7n7*tfSiSnt^«o Lfttfot, '>&<*: 
t^U7 ^ 4 OOf^atCcfcoT, ty^H^Dy* 

^ Ksntctm 4 2 co-^-r xav m 3 tcssnfe^j 3 2 

[0 0 2 8] |4<?)7U7^4 41C&%>£, tr>3> 

a^D7>^ aasr-* ■ x h u-AOBt^ftss© 

t6"by>3>a*lt» , r*<l:5fclf7 :f *«Bl 8tcfg 
✓TVt&fcA6<D 1 O^^^^y-t-^4 6 0JBS*^ 
To 

[0 0 2 9] H^SnfcW^O* yfe—>*4 6tctt, ^ 
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75 

4 8 4:, ^mcm< 3 2t£\y h<DM#r1&{W§7^-;l/ 
F5 0^SWc *tTT*8Bl 8H\ M«ftSf^## 

its »mm rsj *bku M*ftttt*§«, ssoa 

[0 0 3 0] M«ft&«##7>r^K5 0<0*^ ±T 
y^fc-fe y '>3>i7P7» fc^tr-fe >y is 3 >I7a y 

(i. ^C>2N^b^;i-;l/3 0^ 0 4O7n>y^5 

■ "\ n) tffifflLT, ftifnoiis^^^ays 

^A'r>aLT, *<Dmc7uy{;5 8T*i!G£$t<D#m 

trr^gfii 8«, p-tD-b^i/ava^tfS-ra^ 
H&3SBa rsj *fiEfflLT*(D"by^3va*# 

[0 0 3 2] tf-r^SBl 8<D-5"&<D10 

tf»fia i: «fc tTx^ftBo * o - y fctt 
#5 1 o*fcttffl»(OffBlStifti^fiB*ff«Rr«tt^ 

v^ccoj: -5 m^tti^mm^-o^rm^c tit 

BA^ffitifti^fta^ y -fe-^i&ffnr^nftSB^as 

[0 0 3 3] ¥m?uv?6 0T% tTr^SBl 8^0g 
[0 0 3 4] 2fT% "y-i^y^y^ • 

-'>a< 1 1 i o^er^-SB 1 8*wiiasn 
»asnfe«Bk:»JoaT6nfc«B«ow»ii'&K:7 



(9) #^2 0 0 0-3 1 9 2 2 

^■feXU JttHfc*. W»f^n^y^6 0*^yP7*6 4 

ssa smarts, Bg^»a$nfc«Bo / >a< 

tfe 1 fctxtf^ i affiBfcaBU-f 5o BB 

[0 0 3 5] 7ny*6 6^3£l, CcDft^Ite, ±T* 

1 8osBasj. itc^LT) oj*j£-ra»fias 

fc, rny*6 8m lgi-t:7^3y#^xi^\ j 

^(D-r^rosaasnon-j. i*ffli/^TB&wt$n 

§ 0 cntCctoT, i§^{bfco^TBSftfci«-©-fe*y 
^3^^P7^Wi:bT, SHRSftfciB^Jia 

s nfcgfia s j . i *^«Ef siftBo-t *y 3 ymm? 

20 [0 0 3 6] LfJot, yny*7 0T% SRSftfc 

w^sasnfe s j , ■ LTfcsft^awtfbSft 
coa^a, ^i-feyi/3>s#xi-e»a<> 

£^-#-5§- r y j Tfe^o ^OteS, 18 8 ft/Hz 

?tc N B8©i:7^3yi7Py*7 2tt, ^RWfcH 
Sti5*V H80ty5/3yl7D7*7 2tC ^ = - 

#^ r y j *flg^bLfefe<o*a-r^5-{feB7 6*^ 

[0 0 3 7] C*XT% lf-r*8fil 8©i5^£tf, 7" 

P7^64 T*as?snfc^ i teB*£a&5flS^iia*ti 
fcSBoa8?snfc©#Ba*nft»Ba s j . i ^r^-r 

^^-s^ r yJ ^i^fb-rso *o*sa, ie 

L ^ -b 7 a > a tt , ^-T*S^t7^3>S^xi 

nvyayMmm^z-f, Ltctfiz>r, 
[0038] «F^oaR*nteB&#iiasnfcSBas 

fegfitciiLTtt, fffRisnfefiBoHnfe*^ faos 
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(10) 

77 

im<D i W^OSSMSj. non-i fCOVT«l!3jg-r. 
[0 0 3 9] »8l©tt0iIL*ff3ISfc:tt, frU^? 
^aya^nv^ttfcftWKtt&ft*. ftttfttm? 

[0 0 4 0] fctttt* -fe -V is a y«JH-»^ y M-i? 7 8 

mu tmmy 4 f 8 0 1 , *©&©b 

17 f K 8 2 tftStlS. WM.-? f -71/ K 8 2 £ 
tt, Bf3£0-by va*ffl^att4T.tf#HS5{l:T*ft 

E A D B E E FJ * 0»Btt*fN»f* 

■t -y 3 >aitw/ 7 ■fe-f 7 8 *^-r *o * ? -eft 

8E7f-7l/F8 2<D^C. E6KHjlLT±T-I8fif§Lfc 
«t 5 Cffiffl «n4B«rffif^H*7 ^ K 8 4 9 . 
^(D'mctfiffiCD-b >y 3 >gE7n -y ^ • 7 f -;b F 8 6 

[0 0 4 1 ] Stfft5tf. _k©¥f}£<£fflLT, rFnl* 

a«W3CfcteJ:oT. ««©WHt»asnfc«B*# 

H*»«L/t»K» ttnjsftfcttB©«Ba*, «»{t 

a i: L TIE L l, Hr -y ~> a LTjUPr't" % C t 

loti^sn^o 

[0 0 4 2] 13 9 ti< HU<O^T-ai^/ciSaoi¥*ffl^^ 

fc) %fi?Z>mm<D-7-)l£' tic TDOJ ;l/-7*»cA 40 
-So Wli7n7^9 0m fX h*07°-;Kc-&^n 

<o«B*w«a«nfc (ht?« t^iej taiE) 

ttStt. ^IEsSSE t C nW±il««1 , Ktt« 9 2 T»»7 

-fSo *-5T'&t">l§£f;:fcl\ c©HSttfiJ»r7 , n-y*9 
4(cilA/r% 7 L Xh*<07 , -;H;:frSnsSH^ TIE 

9&CCcDlfcg&7ny *9 6(Cit/vT\ 0 7lc^;*nfc JO 



Itfffl 2 0 0 0 - 3 1 9 2 2 

mmz&mu t a 1 o©6«^»asnfca*ffiffl lt 

a vatt»* -y -t-i/zim Lrm 8 ©* y -> 3 var 

[0 0 4 3] Z<D—1jT\ ^Mfu -y ^ 9 4 T\ r X h 

•fo^-^tc^snst-^TtossA^fFBisnfc ( riE 
7n-^9 8 tja/u-e, Esoasa^u *firr * t*-^ 
^iti^ai^-rs/ctot, c©iisa«7n-y^ 1 o 

0 tCjlA/T% 1 -KD-f-MC-tzy i/a V®m%.* 7-fe- 
©^■a«rM»T-rSMli:M73©7 , -7l/A^-y ->3 va^: 

[o o 4 4] h 1 1 tt. h i o\cwm,x±^wmi,ii 

Klt±5. ^ ■yb-v>'iiSiJ7'C-;bF 1 0 4 fcESE7 
-T —A> F 1 0 6 ?r§tf-tr >y 3 ym%M* v t-i'lO 
2*^-T0T*feS o -tr-y^3>a^S^7-b-^l 0 2 
(Ctt, ty>a >a^Mp< 1 0 2 ^JltSS 

ffi© y-Mc J: o Tffiffl S -tr y 5/ 3 >a*#tf JTrfl ! 
a7-<-;bF 1 0 8t>^*tl5o 

[oo 4 5] mts%Zi£, =><< J a.yi/y>f • i-Ay 

aaosBass-fMSf-rsc^^-pt*. JM*wn:m 
»*» »io««»a«tift«fio*o-y**ftte^ 

L, *<Dim&. 9a-y**AlcttlS.2nx^%<DT- 
a**MBC«4afc» 2 ©Bg^BaSftfcSfifcfiBfc U 

A^WS-rsfJWrn >y ^ 1 1 OKSPBcTSi: tifiT*Z 
*. jB«a*OBt^a5S»^, CcDHa(i7n-y^ 1 

1 2^^:ii^T^ JBttfOBg^BaShfeaB^B-r* 

^T-r^o ens, ^&y-7W, ^or-^oStfiK:* 
aS*f7 , -**4*6ftTi^*i#^«l t^fifaws c 

[0 0 4 6] 7*D7f 1 1 2A^8, Sfeti«tt«*<OH 



-10- 



19 

[0 0 4 7] iid^WSi^C, 01 2©=gffiglg#T 
^•y-b-i/'l 1 6{Ctt, y-y^-^O^^^SHBiJ-rs 
^•y-b— >"1$|J7^-;I/F 1 1 8 fc, *©&©, *-yfe 
-^©$(5©Bg^{t2n/-c/^ Ymi7f<$ 1 6 If >y F© 
$HIg7-r-;l>F 1 2 0A^$n5 o iIftft7i'-;l/F 

1 2 OOiKtt, ±T'J^£B8^Lfc^!E7-r-;l/F 1 

2 2£S$lr1fi<W§7^-;UF 1 2 4tf**o 

[0 0 4 8] MrrffiTC#^7 -r F l 2 4 ©&£, 

7^-yUFl 2 6(i, a^^Mff^nSSifgl© Tij 

fc^fctf r j j (omz^to 

[0049] mc, mmm^^yt-'Ji 1 6tct±. 

M#rSft5«cri:K8/VF*StfE*7*-i» '74- 
;UF 1 2 8*^*n*. ^.ffiT-f<DEtlMC. «fSO 

ef^SBfi, S i ffiBT?©E*rr-* £35 i ffifi©tt 
fW©K«lfc©a!IBi»i:»-r5ffl**H»*IMIcr*. » 

sni^finj-ptt, ffl^rMattxoR-e**^ wia 

T'tJiLTfcO. *«WOWBK^S*lS. *©*SS 
*\ ^©kr*8il 8©lfLl<«i8lin?i65. 
7^-tr>->y^- x-^xV-Xi, M^BSItSSrx 
-*©W?j£»]^TV5©T\ tfr^gSl 8©$tU^ 

aBBfeftj^-cvs. vwrntrcfflkitix^z*.? 

(i, cwxx-y T^fgUi: LT, l-etcSl-aTVSfc© 

[0 0 5 0] ±©;>< ■y-b-^ti, fflOJSffl^Kii-ra 
«fc?fC7;i— -^-y h-rzCtffT'ZZCtZWM-Stltc 

£3o /MJ 7-y F^aSifOfi^Sffltt, Tntf-^ 
"Jj ri|5i<o*L3t!-prfjEj tfg^snSo vc 

Ct*l$U\ #fSPitt, &©«fc3fcffiffl;£ns. IE 

-t-yi/3 >gt7n-y -b-y F • h'y7*-*7^Xfr 

-b-yF- h-yT"- #<y*X{i, ■b-yv'H >il£{£fflLT 
B!«Bg^{[; (SfctiSHg^k) U fl&©aB<i. *5g 

[0 0 5 l ] Htittc, ^ffi«ft»H©«%*n-yiaH 



(11) #Fw12 0 0 0-3 1 9 2 2 

20 

tt, F i r e w i r e ^xtCcfcoTg^tU #f£B£ 
(±, r c o p y-o n c e (1 |5|©^3tr-njfig) j 

*/U • lift • *-b-y F • Un-^ (DVC R) fc-f* 
t©«Btt, D V C R $fctt-{*S!r W 5>*;l/ • * 

/0 copy-on.cefl§(i, t'r>ayI7n7^Ci 
lcm%zn%o -byF- F77"- #>y**{4, DVCR 
lc * >y -> a VST/Py C©-b-y->3>il7o 

[0 0 5 2] ■5l'-b>'-»y • x-->"x>->^MfT^'(' 
^©^T^S'fSBJtcti, "T^T©c o py-o n 

fflLT^ttl^»£fcB;lT, #a©*B©fc«>;ISttfciS 

20 se,4^„ ££fc> IB 10 Crc£*.{f z Fm3Bt) £M 

!/>„ LfetfoT, gJflHBBfcWKiSnTVfc HJ-yT" 
•^•!>^mj«IS:, 2 4^HWlSKJt*fU^ 

[0053] m»©»k» -b-y ->3 

Tc o py-o n c e*— FJ ©iW*\ r^-YA -~> 
30 7 Fj (giJ©«rlcS^-r*fe«)fc#fi*ES-r«) fflT- 

eta, rt^3TW#©ffijSA^nasL<4i/'>^p.-c , fe 

[0054] **n»fc, ]&TL^Mif-9-t'^;i'©5taBT% 
iEii©#^A^-rf ? i.^p E s^^ffi-r?>^Hi'tt^$5o c 

HftHM^/l^itfu^ ^a©ffi^©-b>y>'3^ii7*n 
•y * i:, S^EfliSnTC ^ftt^Ottf^O-b >y f 3 >^ 
40 7"n>y^©M^jM^-r5C fcft'T'tSo 

[0 0 5 5] rF i r e w i r ej AXjSfflWcjfjn* 

-e-, fccttf, -i'>'*-*-yh±afc»4fls©ttasE* 
s*^«yffl©ttas«ffl»» »c affl-p* § c t *wwsti 
[0056] tk, ±T?w^Lfc5sw*mis-r*3yt; 

50 [00 57] *W*ffl«TH^**U ffiHBfclWWSnftl* 
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/* 



(12) ®Fw12 0 0 0-3 1 9 2 2 

22 

[0 0 5 8] 
[Si] 



•/ 

void *rcad<); /« MX WK0V< * 7 t ? 9 

< XU, J3A5 1 2JU r 7 r rWlli* 

void hash{ unsigned Jong *frou ( unBJgnud long *lo, shurt IoiimOi); 

M 6 0 leiuthii'W MMVCA*. */ 
vu ill deurypU unsigned long afrom, unsigned Ions <to, short length, 
unsigned long <kcy); 

WJlf-CJWOfbr*. Jengthli/W h- Wi?**. keyU^lTH.M 
< h (a oblong) il|saft»Mb4!Lflltt* 

K2] 



-12- 



(13) 4#BB 2000 — 31 922 

23 24 
J/dcfinc ntohl(v) (v) 

// NVRAM 

static unsigned lone doviccKcys[32l; 
static unsigned long global Generation; 

// BOX; Eiist be different for each device 
static const, unsigned ahnrt, knyPosition[33]; 

void calcihateSessionKey( 

long scs3ionKey[2], // ;u~*xc<fc -rtfl$jA£ti* 
unsigned long ♦buf) // y vtf)JU4-:cnM# 
unsigned Long X[ 32] ; 

unsigned short vord; // ' W 7 r GO^f^ ^unsigned lorig0>&tO{>/;iW 
short 1=0;// &7-K<?>f y~rv*?'A 

unsigned long gen = ntohl<huf[0]); 

gen »= 8; 

[S3] 
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(14) 2000 — 3 1 922 

25 26 
for (vord = -I; vord < 16*206*2 - 2; vord *= 128) { 

for (; *ord + 128 > kcyPosilionfi}; i++> { 

X[i] = utohl(buf [ItcyPositionl i ] - word]); 

) 

buf = rcadO; 



if (gen — global Generation) { 

scssionKcy[0] = scs3ior\Kcy[l] - I); 

for (i=0; i < 32; i += 2) { 
unsigned Ions t[2]; 
decrypUftXli], t, 8, AdcviccKcysl i J); 
scsaioriKcy[U] "= t[0]; 
sessionXcytl] ~= t[U; 

} 



void fiewSessionKoy( 

Jon? 3essionKey[2j, // ummw hl-ofr^t:® ft &Z<r> v 

unsigned long *huf) // *v 7 r <7)&tfF0)JAJ# 

{ 



[«4] 
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decrypt{fibuf[l], &buf[1], IB, scssionKcy); 
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if (buf [1 ] == OxDEADBEEF) { 
sessionKey[0] = buf [2] ; 
sessiunKey[l] = buf [3]; 

) 

} 

void updateDeviceKeys( 

long sesBionKey[2], ffJttfcQ>*yUri>i&* £WI£nftn 
unsigned long *biii') // >f •/ 7 r 0RM\ : .<n\H'fi 

I 

unsigned long X[32]; 

unsigned short, word; // i*£ ; JW/iicOM y 7 y £ frit unsigned long^fit 
stior: i = 0; // SlUf^Of 

unsigned long gen = nlohl (btir[ 0] ); 
unsigned long t = ntohl(buf[l|); 
unsigned long deadBeef; 

unsigned short start = (unsigned ahort) (t. » 16); // ftHfi^fr* 1 * 
unsigned short len = (unsigned short) (t); // &|i7>8£ 

gen »= R; 

decrypl(&bjf[2]. &buf[2], 504. sessioiiKey); 

K5] 
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deadBeef = buf[2]; 



for (word = start « 1 - 3; ;) \ 

for (; word t 128 > keyPosi tion[i ] ; i + O { 
if (word <= kcyPositicn[i]) { 

X[i] = ntohKbuf [keyPosi t ion[ i ] - word]); 

} 

) 

vord += 128; 

if (word >= (start + len) « L - 3) { 
break ; 

} 

buf read( ); 

decryptUmf , buf, 512, scssionKcy); 

} 

if (deadBeef OxDEADBEEF) { 
globaiGeneration = gen; 



for (i= start » 8; i <» (start * len) » 8; i ++) { 
unsigned long t[4]; 
short n = keyPosi t.ionl i « 1] » I; 
if (n < start | ( n - start >= len) { 
continue; 

C356] 
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t[0] = deviceKeysfi]; 
t;[l] - deviceKeys[i+l]; 
t[2] = X[i]; 
t[3] = X[i+l]; 

hash(t, &devir:eKeys[i], 16); 

} 

} 

int mainOnt argc\ char- *argv[]) 
{ 

return 0; 

} 

void *read( ) 
{ 

return 0; 

} 

void hash( unsigned long *from, unsigned long *to, short length) 

{ 
) 

K7] 

void decrypt (unsigned long *from, unsigned long *to, short length, 
unsigned long *key) 

{ 

} 
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